Navigating the Connected World Safely
T e W




Talking Points

- Awareness
- What works in person wo
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Show of Hands

/ho has a smartphone
~acebook account?
witter? Instagram?
likTok? Snapchat?
youth:
Play online games?
- Xbox? iPad / iPod games?




Top Dangers Online

Predators
Oversharing
ID Theft

Self Esteem




Mountain View Police @ m g
@MountainViewPD

Mountain View detectives arrested a man
Monday who used social media to stalk and
threaten a woman for over a decade. More
on the case here:
mountainview.gov/news/displayne ...

5:08 PM - 19 Nov 2018




Discussion Points

- Digital Neighborhoods

- Getting "tagged"
- Photo sharing sa
- Online gaming




How Your Phone Reveals Your Location

+ Triangulation i,] . nl LI |
- Satellites |j|
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bWEb Pic Click here to login or
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NEW YORK POST
00300

Burglar used social media to
track victims, police say

By Associated Press February 24, 2016 | 5:57pm
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How Your Phone Reveals Your Location

+ Triangulation i,] . nl LI |
- Satellites |j|
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Keep Your Private Info Private

NMhat's behind your pictures?
How pred find and track

Do companies REALLY need
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Control Your Privacy

| - Facebook
_f <= - Private vs. Public photos
3 . View your profile as stra
=— , - Be careful what you sha
W » Who are you friending?

- What do your photos tell s
- SnapMaps / Twitter / Instagre

- Bing Maps
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Control Your Privacy
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Facebook Privacy Settings

Privacy Shortcuts

Eﬂ! Who can see my stuff?
a Who can contact me?

How do | stop someone from
<+ bothering me?

See More Settings

Chris Hsiung

Timeline About Photos 235 Friends 471 More v

What are your favorite sports [5) status Photo @ Place [l Life Event
teams?

What's on your mind?

About

i Works at City of Mountain View &2 | Chris Hsiung changed his profile picture. PRIVACY SETTINGS

48 minutes ago @
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Privacy Settings and Tools

Who can see my stuff? Who can see your future posts? Custom Edit
Review all your posts and things you're tagged in Use Activity Log
Limit the audience for posts you've shared with Limit Past Posts
friends of friends or Public?
Who can contact me? Who can send you friend requests? Everyone Edit
Whose messages do | want filtered into my Inbox?  Basic Filtering Edit
Who can look me up? Who can look you up using the email address you Friends Edit
_—— prOVided?
Who can look you up using the phone numberyou  Everyone Edit
provided?
Do you want other search engines to link to your No Edit

timeline?
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Facebook Privacy Settings

Privacy Shortcuts

Eﬂ! Who can see my stuff?
a Who can contact me?

How do | stop someone from
<+ bothering me?

See More Settings

Chris Hsiung

Timeline About Photos 235 Friends 471 More v

What are your favorite sports [5) status Photo @ Place [l Life Event
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Facebook Cover & Profile Photos are PUBLIC

F ! L
facebook "% Chris Hsiung

INow

12

Chris Hsiung | Add Current City | | Activity Log % ~

" — - N
@ Works at City of Mountain View i un-obt-ry . «Frel

® Studied at Notre Dame de Namur University latec
¥ Married to Yvonne Chien Hsiung 1 R food City .
# Add your current city . 1. Facebook HQ X

= Palo Alto
.

About Friends 439 Map 17°¢ Likes 60
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SnapChat
B

Express Yourself
Snapchat is a camera made for
communicating in the moment!

12 il T -
£ Q Search @
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Express Yourself
Snapchat is a camera made for
communicating in the moment!

ACIFIC
ITS

TWPM B 0 04k B seo ATK

<

Settings

ADDIMONAL SERVICES

Sand Ma Snaps My Friends.

(&) Added Me Support

9" Add Friends
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eecoc ATAT ¥ 2230PM = O 7 94% B+ eecoc ATAT ¥ 230PM @& O 7 94% E
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.
.o WHO CAN
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My Friends

Sand Mea Snaps My Friends
Custom
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MORE INFORMATION

@ Added Me Support

Privacy Policy

+ .
O Add Friends

Terms of Use

ACCOUNT ACTIONS

E ) My Contacts
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L

ee000 Verizon = <

Settings

Your location updates while you have Snapchat open.

Ghost Mode ()
When enabled, your friends can't see your location.
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nstagram

4000 ATRT Wi-Fi 7 122PM

hsiung @ | tmsme O +2 chris_hsiung ~

246 137

followers

Edit Profile

Chris Hsiung
Kid herder

Gk bt s
Q

EEM B T RI"
€  Options

Phaotos of You
Saved
Story Settings

Edit Profile

Change Password

Two-Factor Authentication

Posts You've Liked

Blocked Users.

Switch to Business Profile

Private Account

B3l 1320 EE@ P B LRI
€  Options
Posts Youve Liked
Blocked Users

Switch to Business Profile

100% @ 11:50

Private Account

SETTINGS
Linked Accoums
Contacts

Language
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@ POSTS

chief_hsiung @  Eatpronie | O
567 posts 2,048 followers 640 following
Chief Chris Hsiung

& Police Chief @MountainViewPD

B Servant. Leader. Innovator

& Qcalchiefs Comms Committee

& @theiacp Prof. Standards, Ethics & Image Committee
www.linkedin.com/in/chrishsiung

{luie 1!

 ee000 ATRT Wi-Fi & 1:22 PM

+2 chris_hsiung v

246 137

posts followers

Edit Profile

Chris Hsiung
Kid herder

7 % 87% WM
D)

174

following

o
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EER B SRI:¥ 08301320 @ 2 B
< Options

Photos of You
Saved
Story Settings

Edit Profile

& Options

Posts You've Liked
Blocked Users

Switch to Business Profile

Change Password

Two-Factor Authentication

Private Account

Posts You've Liked

Blocked Users

Switch to Business Profile

Private Account

SETTINGS

Linked Accounts

Contacts

Language

3 Rl+¥ .4 100% 0 11:50




Online Gaming

- It's a game, but is there

function?

- What's in the background (

using webcam?)

- Who are you REALLY play

with? |

- NEVER give 0
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Resources

CrimeReports”

(28 ncidents shown | Show Detais |

Tl
Smart Sodial Heets g Free sty ek S bpn e S
Learn How to Shine Online

Parent University  Programs o o

www.smartsocial.com 3 G
Popular App Guides for Parents and Teachers 4 !

o | X I I X N I

Learn hosting e Safety Speech at your school

Qur Parent App Guides are based on real questions we get from parents and educators all over the
world. instead of keeping our rasearch private, we share our Parent App Guides with aur audience.
Learn how our Earent Apq Guide research is conducted.

b Green €7 Gray Zone W Red Zane A Dangerous
Zone Apps AppS Apps Soclal Media O
- B B Challenges

CYBERBULLYING

RESEARCH CENTER

RESOURCES  RESLAKCH  RESINTATIONS  BLOC  UDOKS  CONNECTWIHUE O

Featured Resource
No teachers. No Parents. EomE
Just Students.

Read & past or Al
an

The Secret to Safety on Ananymous Apps
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Does your student have a digital resume for college? Join our new Website Workshop! BELEEEEN

Smart SOCiaI HireUs Blog Parent Safety Webinar Parent App Guide

Learn How to Shine Online

www.smartsocial.com
Popular App Guides for Parents and Teachers

o SN IR AR 2 3 N £
SHARES

Learn more about hosting a Positive Online Safety Speech at your school.

Parent University Programs

Our Parent App Guides are based on real questions we get from parents and educators all over the
world. Instead of keeping our research private, we share our Parent App Guides with our audience.
Learn how our Parent App Guide research is conducted.

& Green £ Gray Zone "® Red Zone A Dangerous
Zone Apps Apps Apps Social Media
‘ ’ Challenges
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@&® CrimeReports"

| 28 Incidents shown | Show Details |

day

2 Guide

ograms

(]U‘.Jim;m Acres
< Palo Alto
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CYBERBULLYING

RESEARCH CENTER

RESOURCES RESEARCH

No teachers. No Parents.
Just Students.

Read & post anonymous confessions, crushes

and thoughts of other high schoolers.

The Secret to Safety on Anonymous Apps

Despite the recent flurry of increased media attention, anonymous online environments and mobile applications
have been around for manry years. The social media site Formspring.me argua blg introduced the world to the
potential consequences of anonymous communications when it launched in 2009, Long before that, though,
users routinely created fictitious MySpace profiles or pseudonymous online blogs. Formspring was apparently

ahead of its time because it c¢ 25¢:d operations in 2013 due to...

PRESENTATIONS

BLOG  BOOKS

Featured Resource

CONNECTWITHUS Q
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Cyberbullying Activity: Crossword Puzzle
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TAKEAWAYS
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TAKEAWAYS

Ik with kids about their online
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TAKEAWAYS

lk with kids about their online
iends

Jo "face to face" meetings
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TAKEAWAYS

lk with kids about their online
iends

Jo "face to face" meetings

Vhat where and what you click
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TAKEAWAYS
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-t your kids teach YOU
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TAKEAWAYS

ne talk " about "EVERY Tl

al life w/ online

-t your kids teach YOU

'L ACCESS ALL THE TIME +
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CONCLUSION

aThe problem'with'internet uuotes ls mat \mu
cant'always depend on thei racv--

- Everythlng is public (or will E
‘ - Worth is NOT tied to "likes" 0

e = “favorites"

- Don't overshare
- Educate yourself (Google it)
 Youth and Adults Use App |

Differently @
- Be aware and be a

- Simon Sinek on Social M

45.



L
E
N



Navigating the Connected World Safely
T e W

47.



